Deploying SCOM Gateway server

Brad Hearn

Steps taken

1. Put a change request into the Network group to dpied ports 5723 and 5724
both ways from the Gateway server to the MS server

Certificates need to be deployed (2 types of ceztiés)

The root CA needs to be installed on all manageseners

A custom cert template needs to be created orsiuenig CA for OpsMGR
The Custom OpsMgr cert needs to be installed omaflagement servers
Run the momcertimport on all management server tftecerts have been
installed. This makes some specific registry charigescom to help pick the
correct cert.

Approve gateway server on RMS using a approval tool

Manual install of agents on servers to be monitored

Approve agents in SCOM console
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Open and test ports

Put a change request into the Network group to @pie ports 5723 and 5724 both ways
from the Gateway server to the MS server.

To test if the ports are open. Log on to gatewayese From a command prompt type
Telnet SRVNAME261 5723

If you get a cursor at the top left corner thengbe is open. Any other errors indicate
that the port is still closed.

Do the same from the management server back tgetiesvay server.

Certificates need to be deployed (2 types of certificates)

1. Root certificate

a. Import the root certificate for the management seswn the same domain as
the CA server
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Logon on the management server. Open a web Braveenavigate

to http://ISRVNAME342/certsrv/

Click on Download a CA certificate, certificate aingor CRL

Click on Download CA Certificate chain

Click on save. And save to a location of your choithe default file
name is certnew.p7b. This is fine. (You can use ¢krt for all your

management servers and gateway server to skipitie download

on this servers if you like.

b. To import the downloaded cert open the certifi¢ddC
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Open run and type MMC

Click on file, add/remove snap-in

Click on Add and select Certificates, and clickanit again.
Select computer account and say finish

Close the window and say ok to the add remove windo
Expand certificates and right click on “Trusted RGertification
Authorities”

‘T Consoled - [Console Root\Certificates - Current User\Trusted Root Certification Authorities]

{8 Fle Acton View Favorites Window Help
€= | Bm e B2
|1 Console Root
= Certificates - Current User
=23 Personal
(L] Certificates
BB Trusted Root Certification Authorities

(] Certificates Find Certificates... |
# (] Enterprise Trust

+ (13 Intermediate Certification Au Mk ld  Find Certificates...
%1 Active Directory User Object View N

™ L_j Trusted Publishers New Window fom Hera @, g
+ (1] Untrusted Certificates

# (L] Third-Party Root Certificatiol~ New Taskpad View...

(3 Trusted People
# (1] Certificate Enrolment Reque

Object Type
[Certificates

Refresh
Export List...

Help

=

When the wizard opens navigate to the downloadgdsce
certnew.p7b . You will need to change the file typ&®KCS #7
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. [Zhorade
‘___} ijj Program Files
' [ Temp
Documents | | =
wbeamers eave
[C2winDows
% ! |if:| Winnt
< Ecertnew.cer
My Computer ‘
= i [ i
: File name: | [ Open ]
My Network  Files of type: X 509 Cetficate (*.cer™.ct) v Cancel
¥ 509 Certfiicate (.cer-cr) ;

Perscnal Information Bxchange (" pf*pl12)
Certfficate Trust List {".stl)

Certfficate Revocation List {*.cd)

Microsoft Senalized Centfficate Store (~.sst
PHCS 87 Certificates ("spc:® pib)

Certificate Import Wizard

- Certificate Store

Certificate stores are system areas where certificates are kept.

atl Windows can automatically select a certificate store, or you can spedfy a location for
r

i | (") Butomatically select the certificate store based on the type of certificate

:Il] (%) Place all certificates in the following store

e Certificate store:

O | Trusted Root Certification Authorities | [ Browse. ..

i

i

'

[ < Back ” Mext = ][ Cancel

viii.  Accept the defaults and finish
ix. Do this on all management servers inside the domain
c. Import the root certificate for the Gateway semet is not attached to the
domain as the CA server.
i. Perform step one above to save certnew.p7b. Othessame cert
that was downloaded above. And copy to the gatesgayer. Then
perform step 2 above.
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2. Create the Custom OpsMgr Certificate

a.
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To create the cert. We will use two consoles tohit Certification Authority
mmc and certificate templates mmc
i.  Open run and type MMC
ii.  Click on file, add/remove snap-in
iii.  Click on Add and select Certificate Templates aedti@cation
Authority, and click on add again. And finish
Select Certificate Templates
In the Certificate Templates Console right cliBiSec (Offline request)and
then selectluplicate template
i. General Tab
. ':'_y_pe a name

Issuance Requirements | Superseded Templates | BExtensions | Security
General Request Handling Subject Name
Template display name:
OpwMar Test

Minimum Supported CAs: Windows Server 2003, Enterprise Edition

After you apply changes to this tab, you can no longer change the template
name.

Template name:
OpwMarTest

Validity period: Renewal period:

2||years - 6 || weeks w

[[] Publish certificate in Active Directory

[ ok | cancd J[ et |

li.  Request Handling
1. selectAllow private key to be exported
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iv.

| Properties of New Template

: = =
| lssuance Requiremerts | Superseded Templates | Bdensions | Securty

Allow private key to be exported

Do the following when the subject is enrolled and when the private key
associated with this certificate is used:

Llogno = e o

]
y To choose which cryptographic service providers
{CSP=) should be used, cliclk CSPs,

; Generl |  RequestHanding | Subject Name |
1
A Pumpose: |Signah.|re and encryption R
[] Archive subject’s encryption private key
E [ Include symmetric algorthms allowed by the subject
Minimum key size: | 1024 b |

[ ok

J [ Concal ][ ooty ]

Click onCSPs...

select Microsoft RSA SChannel Cryptographic provide
windows 2003 and Microsoft Enhanced Cryptographic

provider 1.0 for windows 2000

CSP Selection

Choose which cryptographic service providers {C5Ps) can be used in

requests:

(") Requests can use any CSP available on the subject’s computer

(%) Requests must use one of the following C5Ps:
CSPs:

b

M Microsoft Enhanced Cryptographic Provider v1.0

[w]Microsoft RSA SChannel Cryptographic Provider
[IMicrosoft Strong Cryptographic Provider
[TJ&chlumberger Cryptographic Service Provider

[[IMicrosoft Base 055 and Diffie-Hellman Cryptographic Provider ~
[[IMicrosoft DH SChannel Cryptographic Provider

[[IMicrosoft Enhanced D55 and Diffie-Hellman Cryptographic Prov
[[Microsoft Enhanced RS5A and AES Cryptographic Provider (Prof

[

| ok

] [ Cancel ]

Extensions Tab
1. select the Applications Policies and click on edit

2.
3.

removelP security IKE intermediate
Click on add..

https:\bradstechblog.com

11/10820



Brad Hearn

6

4. SelectClient Authentication and Server Authentication, and
[ s e e e e o T |

General Request Handling Subject Name

@@ ey

An application policy defines how a certficate can be
used.

Eln

;,_ C P_tpplicaﬁon policies: g

= W izt Authertication |

=M | Server Authentication

Descry !

oo [ add. |[ Edt. ][ Remove |
[ Make this extension critical

| ok | [ ceneel |

clink on ok twice ok ][ coned |

v. Security Tab
1. Users should have read
2. Say ok and close.

Add the new custom cert to the certificate authority

i.  Open the Certification Authority mmc console
ii.  Expand it and right click on certificate templates
iii.  Select new, certificate template to issue
iv.  Scroll through the list until you find the one ymst created. Select
it and say ok.
v. It should now show in the right window.

Deploy the Custom OpsMgr Certificate to the management servers
on the same domain as the CA (need to do the full steps
individually for each server)

a.

caoo

«Q

Logon on the management server. Open a web Brawgenavigate to
http://SRVNAME342/certsrv/

Click onRequest a certificate

Click onCreate and submit a request to this CA

Select the custom Template

Enter a name for the template. This is the full name of the server that you
are going to install the cert on.

Enter the rest of the identity info if you like.

Under Key options select the csp that fits yourrapeg system. select
Microsoft RSA SChannel Cryptographic provider fandows 2003 and

Microsoft Enhanced Cryptographic provider 1.0 fonagows 2000
Key size 1024
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i. Mark keys as exportable
j. Check offStore cert in local computer cert store...
k. Use full unc path as friendly name.
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Advanced Certificate Request

Certificate Template:

|OpsMgr V|

Identifying Information For Offline Template:

Mame: | snv1.bradstechblog.com
E-Mail: |

Department:|

City: |
State: |

Country/Region: I:I

Key Options:

|
|
Company: | I
|
|

(®) Create new key set (O Use existing key set
CSP: | Microsoft RSA SChannel Cryptographic Provider v

Key Usage: Exchange

o Min: 1024 .
Key Size: (1024 Max-163a4 \COmmon key sizes: 1024 3048 4096 §192 16384 )

(¥) Automatic key container name (O User specified key container name

Mark keys as exportable
] Export keys to file

[¥] Store certificate in the local computer certificate store
Stores the certificate in the local computer store
instead of in the users cerfificate store. Does not
install the root CA’s certificate. You must be an

administrator to generate or use a key in the local
machine store.

Additional Options:
Request Format: @ CMC O PKCS10

Hash Algorithm: | SHA-1

Only used fo sign request.

[ Save request to a file

Attributes:

Friendly Name: |srv1.bradstechblog.com| |
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Click on submit, say yes.

. Click onlnstall this certificate
Open run and type MMC
Click on file, add/remove snap-in
Click on Add and select Certificates, and clickaald again.
Select computer account and say finish
Close the window and say ok to the add remove windo
Expand certificates and right click on Personalittesites
You should see the new cert here.

5. Deploy the custom Certificate to the Gateway severs in the DMZ.

a. Because the gateway is not part of the same doasdime CA. We need to
create the certificate on a different server arbedit to a USB drive or other
storage device. Then manually copy it to the gayeseaver and import it.

b. First create the cert from a server on the sameadoas the CAFollow the
steps in step 4 first

c. Next we will export the cert

i
il
iii.
iv.
V.
Vi.
Vii.
viil.
iX.
X.
XI.
Xii.

Xiil.
Xiv.

Open run and type MMC

Click on file, add/remove snap-in

Click on Add and select Certificates, and clickanid again.
Select computer account and say finish

Close the window and say ok to the add remove windo
Expand certificates and right click on Personalifteates
You should see the new cert here.

Right click on the cert and sele&ll tasks, export

The export wizard will open, say next

SelectYes, export private key

Selectenable strong protection

Enter a password for the import. You will need théssword when
you export the cert.

Specify a location and name to save it too.

And finish

d. Import the cert.

i
il
iii.
iv.
V.
Vi.
Vii.
viil.

XI.
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Copy the cert to the gateway server. It will havpfa extension.
Open run and type MMC

Click on file, add/remove snap-in

Click on Add and select Certificates, and clickamit again.
Select computer account and say finish

Close the window and say ok to the add remove windo
Expand certificates and right click on Personaliteaites
SelectAll tasks, Import

Browse to the cert you copied over. You will neeahange the file
type to PFX to see the cert.

Selectopen, say next, enter password.

Check offMark this key as exportable.

https:\bradstechblog.com 11/12820



xii.  Say next, make sure the certificate stoneeissonal click next and
finish.

6. Run the momcertimport utility

a. Inthis step we are going to use the same pfxfatie (the custom personal
cert) that we created in step 4. This tool writescertificate serial number to
the registry. This will help OpsMgr components fihe proper certificate for
authenticating easily.

b. You will find the momcertimport utility on the irat cd under

supporttools\i386.

Copy momcertimport.exe and the pfs certificate thiosame folder.

Open a command prompt, navigate to the folder i files and type the

following command
i. C:\>MOMCertimport.exe certfilename.pfx
ii.  There is NO response after the command is sucdlysisiitiated.

e. So this on all SCOM management servers. RMS, M& Gateway

e o

7. Approve the Gateway Server

a. We will use the gateway approval tool to achievs. thhis will setup the
gateway server as a management server in SCOM. dameeyou can
confirm this by looking in the SCOM console unddmenistration, Device
Management, Management Servers.

b. The tool has to be run from c:\program Files\Sys@enter Operations
Manager 2007

c. Copy Microsoft.EnterpriseManagement.GatewayApproeal.exe from the
support tools directory to c:\program Files\Systeanter Operations Manager
2007

d. Open the command prompt and type the following camin

I.  microsoft.enterprisemanagement.gatewayapprovadtxel.
/managementservername=SRVNAME261.domainName.com
/gatewayname=domainNamedmz22.domainNamedmz.com
/action=create

8. Next you now ready to manually install the agents on the servers
in the DMZ

9. Approve the agents in the SCOM console.
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